Purpose. To examine how technology executives at U.S.
public R1 universities apply risk management strategies to
shadow IT while preserving innovation and academic
autonomy.

Research question. How do technology executives at
public R1T HEIs in the U.S. apply risk management strategies
In response to shadow IT?

Method. Generic qualitative inquiry with purposive
sampling of 11 leaders (7 ClOs, 4 CISOs) from separate
public R1 institutions. Semi-structured interviews (45—
/75 minutes) with transcript checks. Thematic coding in
NVivo 15; interpretation informed by Technology Threat

Avoidance Theory (TTAT).
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“We stopped opening with policy and started with curiosity:
What problem were you solving? That one change made
people bring us their tools before they broke something.”

— CIO, public R1
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Beyond the Shadows:
How IT Leaders in Higher Education
Manage Shadow IT Risk

Is your “department of no” creating more risk than it prevents?

Turn your “department of no” into a “department of know.”
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Findings

Risk Management is Relational
Trust makes shadow IT visible;
curiosity keeps partners engaged.
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Governance is Cultural
Policies work when norms,
Incentives, and language align.

Shadow IT is Contextual
Tier responses by data sensitivity,
purpose, and politics.
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